
Network Management
· Configure and maintain LAN, WAN, TCP/IP, and VLAN
· Setup and monitor Routing Protocols (BGP)
· ISP BGP peering configuration and multi-ISP load balancing
· NAT. VPN, and failover configuration
· Configuration and troubleshooting of MikroTik, Cisco, Fortinet Firewall, Huwei, Tplink wireless Ap.
System Administration
· Install and maintain  Windows operating system & Windows server.
· Manage File Server, Network Printer,Normal Printer
· Configure Captive protal Hotspot
· Setup backup and manage NAS servers (Linux Base)
· Setup Branch office networks (isp link, Router, switch,ap,cctv, time attendance machine)
Email & Communication
· Configure, maintain, and troubleshoot Outlook Email Server
· Create and manage user email accounts and resolve issues
· Provide support for remote email access
Security Management
· Configure firewalls and monitor network security
· Conduct penetration testing and vulnerability assessments
· Setup and maintain CCTV, IP cameras, NVR/XVR systems
Hardware & Technical Support
· Maintain desktops, laptops, printers, scanners, and IP phones
· Hardware troubleshooting, repair, and replacement
· Provide remote support for branch offices (AnyDesk and own development rust desk )

Software & Automation
· Develop Rust Desktop own Remote software
· Develop Captive protal base wifi solution 
· Develop (Cctv monitoring, Backup nas server, IP Phone Control, dynamic network VPN tunnel id generation,Dyamic Email ID list,Dyamic Vpn user list,It product tracking system)
